Cybersecurity Subject Matter Expert (CSME)

WHO WE ARE:

Muse Technologies is an 8a, female-owned company. After seven years of being in business, we have already
been recognized as a leader in providing Cloud, Social Media, and Open Space support for our clients. Just as
our employees are diverse, so are our clients. We service both the government and the private sector.

WHAT YOU WILL DO:

The Cybersecurity Subject Matter Expert (CSME), as Key Personnel, will be responsible for demonstrating
extensive knowledge, experience, and expertise in support of Government cybersecurity focal areas and goals.
This includes cyber risk, compliance, and acquisition activities in support of cybersecurity policies and objectives.
In this role the Cybersecurity SME will:

ESSENTIAL RESPONSIBILITIES:

Protect company Network against unauthorized access, modification, or destruction of company and
customer data. Work with individual departments and track security compliance throughout the
organization.

Monitor the environments for vulnerabilities, verify patching is up to date, pen testing is completed,
audits, external and internal, are successfully completed and any remediation efforts are tracked to
completion.

Update information security policies and processes on an annual basis including review of existing
policies, writing new policies, processes and procedures as required and managing the Cyber Register.

Make recommendations to improve company security posture.

Complete tasks designed to ensure security of the organization's systems and information assets.

WHAT MATTERS TO US:

Bachelor’s degree in related field or equivalate to years of experience

3+ years experience providing technical support, technology analysis, and evaluation support for
cybersecurity practices

1+ years of technical research and analysis reporting on technology related to cybersecurity

Holds a current cybersecurity certification. Examples: Certified Information Security Manager (CISM),
Security + (CompTIA), or Certified Governance, Risk and Compliance (CGRC) an ISC2

Experience in a Federal Information Technology (IT) environment
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e Experience using Microsoft Office, Outlook, and Teams

e Must be highly organized and have excellent oral and written communication skills

e Must be able to obtain a Public Trust security clearance

WHAT WILL MATTER TO YOU:

Muse Technologies offers its employees salaries that are commensurate with their experience, and that are
market compatible. This position will have multiple duty locations in the Washington, DC metropolitan

commuting area. The employee will be expected to report to various work locations as directed without
additional compensation for travel.

Muse Technologies does not discriminate based on race, color, creed, religion, gender identity, sexual orientation, gender
identity, age, mental or physical disability, ancestry, marital status, and national origin. We are an equal opportunity
employer, and we encourage military veterans to apply.

Muse participates in the E-Verify Employment Verification Program.

Subject to applicable law, all prospective hires will be required to show proof of COVID-19 vaccination as a condition of
employment. Reasonable accommodation will be considered.
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